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ABSTRACT 
In this article, the use of smart cards in health care is proposed. The increase of quality in 
patient service, the increase of accuracy of the information circulating in hospitals and the 
decrease in costs can be supplied by hospital automation systems. The integration of smart 
card use in the existing/prospective automation systems should be viewed as an essential 
part of hospital automation systems as far as its benefits both to the service providers and 
the patients are concerned in example uses.   
  
1. Introduction 
In today’s world, the need for automation systems in hospitals and medical centers gain 
more importance each day. The purpose of the automation systems is to increase the 
accuracy and the speed of knowledge circulation which will lead to better service for patients 
and increasing response (work) efficeny of hospital personnel. The ultimate idea for hospital 
automation systems is to accomplish a network in/among hospitals that obtains, stores, 
analyzes/processes and uses patient information. There can be many sources that the 
information related to the patients can be obtained from including patient himself (i.e. 
symptoms of a suspected illness, body temperature), results of tests applied to patients (i.e. 
blood type tests), online patient monitoring systems (i.e. arm bands, accelerometer etc.), 
doctors’ diagnosis for patient illnesses and previously stored patient information. The 
analysis of the obtained information for use is the scope of many scientific fields (i.e. 
medicine,  statistics, information technologies [1] etc.). The storage and the sharing of the 
obtained/analyzed/processed information is in the scope of information technologies and 
expert systems. All these systems will help to evaluate a patient from previously stored 
information in case of his consultation to a hospital/health center again.  It’s important to be 
able to retrieve a patient’s previous information and act accordingly in addition to the new 
symptoms  of a suspected illness(es).  
 
On the other hand, a person might be registered in different information systems. However, 
the privacy constraints of each system imply that it is very difficult to access to all information 
sources [2]. It may exist a lot of information about the same person, but it is not physically 
gathered on the same spot or not reachable by all intervening parties. Each information 
system stores a lot of data about persons which are often similar (e.g. names, addresses, 
occupations, etc. with many discrepancies). For example, in an information system, Mrs Can 
is tagged as a medical student at Ege University, whereas in another she is registered with 
another feature. It’s important to be able to supply the sharing of information between 
different parties without ignoring privacy constraints.  
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It’s also important to be able to  access patient specific information such as blood type,  
currently existing dieases, allergies to specific substances, etc. at consultation time. It’s 
widely known that parents can easily forget whether a child is allergic to a medicine (i.e. 
penicillin) in case of which incorrect prescriptions are  applied.  It’s highly possible to ignore 
this kind of information in hospitals where the number of patients per doctor is high.  
 
These problems can be solved by increasing the capabilities of hospital automation systems 
with intelligent storage, retrieval and inferencing mechanisms. In addition, the experience 
and improving patient service quality of some countries show us that using a portable media 
for each patient to store patient specific information is an essential part of a hospital 
automation system. The patient can carry the media with him/her anywhere and any time. It 
is presented to the doctor at the time of consultation and stores on it various health aspects 
such as administrative profile, medical folder (containing in particular the emergency medical 
data) and follow up of blood transfusions, vaccinations, etc.   
 
The media selected for the above purposes should be cheap, easy to use, carry and update 
with new information and shouldn’t get damaged easily. The media we propose is “smart 
cards” [3] whose successful applications can also be found in our country in transportation 
systems and  telecommunication systems.  We’ll refer to such cards as “health cards”. 
 
Since some medical data will be carried on  a health card, in case of an emergency,  a doctor 
or paramedic if equipped with a smart card reader could quickly learn a patient’s blood type, 
allergies, medications and medical conditions if he/she suffers from high blood loss as a 
result of a car accident. If needed, additional data could be available to health care 
professionals at web sites.  
 
Administrative patient information such as name, age, phone number etc., will be retrieved 
easily and quickly in case of emergency situations as well. Also, patients are not always 
reliable on remembering what kind of medicare he/she previously had. In addition, it might be 
hard for a doctor to access a patient’s previous medicare (i.e. some surgery results kept in 
another hospital). This might result in ignoring some important facts about a current medicare 
that depend on previous ones. For example, a patient who suffered from “Ulcus perforation” 
previously might not be applied stomache scintigraphy in order not to hurt his/her intestines 
in case of a repeating acidity in stomache.  

With smart cards, health care institutions can improve patient service and reduced costs, 
while still protecting patients' rights to health care information confidentiality. Smart cards 
can:  

• Identify clients and store important health and treatment data.  
• Provide patients and health care institutions a convenient way to carry data between 

systems or to sites without systems.  
• Reduce records maintenance costs.  

The high-technical features of a smart card system integrated in a hospital automation 
system can allow patients to apply for some social security benefits on line or fill in forms 
electronically with a digital certificate carried on the card. Each chip card can contain a 
digitized photograph of each patient, enabling clinic personnel to verify that the cardholder is 
the person entitled to receive a specific medicine for example. Also, it’s possible to allow 
individuals to test their own blood cholesterol levels and to store the results on a smart card 
and at a Web site. 
 
Many software companies are developing smart card systems that links patients, emergency 
response teams, general practitioners, hospitals and pharmacies. In the future it is 



  

anticipated smart card readers will be located at health care facilities, including hospitals, 
doctors surgeries, mobile emergency units (ambulances) and pharmacies. 

2. The Proposed System 

The proposed system is given in Fig. 1. In the figure, a single computer represents a network 
of computers in a hospital. There’s a smart card read/write unit attached to the computer to 
record/delete information from a smart card. The information retrieval/recording/deletion 
rights can be supplied by a security mechanism. The patient smart card includes such 
essential medical information as the patientís name, physician, medical conditions and 
medications. In addition, the chip contains encrypted code that points to more complete 
patient information on a Web server [4, 5]. As a result, related documentation (i.e 
computerized tomography or films), test results can be retrieved from related 
units/departments if more information about a previous treatment is needed. For example, 
when a doctor figures out that there was  a previous surgery from a patient’s smart card, 
he/she might want to see related test results, films and computerized tomography (CT) 
related to the surgery. Also, when a patient hands a pharmacist his or her chip card, the 
pharmacist will call up the medications the patient is taking and make sure any new 
prescription can be taken safely with the existing medications. These additional information 
can be in a network database (preferably with access rights [6]) or as in the form of paper 
documentation if not yet recorded into a database. The accuracy of the information obtained 
by the use of smart cards with the above procedure is obviously high. Patient, who is not 
dependable, is not required to be the source of informartion. If extra/related documentation is 
kept in a network database instead of in paper form, the accuracy and the speed in the 
circulation and retrieval of electronic information will be even higher. For instance, although 
the patient might have had an operation in hospital B, the details of it can be accessed by the 
doctors in hospital A in Fig.1. These network can be enlarged to incorporate inter-city or 
inter-country information [7]. In inter-country case, it will be necessary to use World Health 
Organization codes for illnesses/surgeries/medicine so that a doctor will understand the 
same thing from a health card whether in Turkey or in France. This system can take the 
place of country specific health cards.  
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

Fig. 1. The Proposed SmartCard System in  a Network 
 
A whole hospital automation system should meet the following criteria: 
 
-First registeration, patient file creation. 
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-Work up daily observations. 
-Bed-side operations and transactions 
-Radiodiagnostic images. 
-Access possibilities (confidentiality included) 

.To enter data during bed-side operations by using a small terminal. To submit this   
data to cure tables and patient file in off-line mode. 

 .To access the card information that consult the hospital with their smart cards. 
 .To access patient files by a modem/network. 
-Health insurance policies should be integrated in the system. 
-Online data report by the patient himself/herself should be allowed. 
 
From a patient side, each patient will have a smart card and will be able to do remote access 
including voice access. For example, a patient dialing his protocol number should be able to  
obtain information that he/she needs. 
  
The administration side is generally concerned with the maintanence of statistical information 
and patient follow-up. Smart cards will expedite the delivery of medical care while reducing 
administrative time and costs because they provide accurate information, decrease the 
likelihood of harmful drug interactions, improve provider/patient relationship and provide a 
private and secure information storage system. Various entities from different administrative 
domains exchange data (e.g. hospitals, pharmacies, and insurance companies). It is not only 
the exchange of the document itself that matters, but also the sequence and semantic 
syntactic relationship between these documents along with complete organizational 
procedures have importance. Security in particular can be affected in this way.  
 
The medical side includes patient information access, monitorig, remote access, radiological 
diagnosis. The doctors wouldn’t just note down the current information on a paper or to a 
computer. The information that he/she needs some tests for a patient might be made to 
reach the nurses by the system. It might be possible to give an alarm when a patient needs 
extra care.  
 
3. The Advantages of Using the Proposed System 
 

• Smart cards give patients and providers access to patient data, which can be held on 
the patient’s smart card or on an Internet server. 

• The smart card-based health care system will make it possible to access all the 
information at one central location from any place in real time. 

• The system eliminates redundant procedures such as filling out forms. 
• Doctors can use their own cards, together with a patient card, to submit online claims 

for treatment. Insurance company employees use their cards to access claims data.  
• The number of duplicate tests will be reduced. If a patient’s blood type, allergies and 

illnesses are stored on a card, without testing once again, a medicine that causes 
allergy will not be applied to a patient. 

• A smart card carried by each doctor, nurse, pharmacist, lab. technician or other 
professional controls how much data that an individual can access. That allows a 
patient to give his cardiologist access to his heart-related test results, while limiting 
his dentist only to information regarding dental work. At the same time, he can let 
everyone authorized to read the card know that he is diabetic.  

• Smart cards include/made to include a digital certificate so that a doctor asked for 
patient data, for instance, can be certain that the individual seeking the information is 
who he/she claims to be.  

• The system can incorporate drugstores in by putting prescription data on the card. 
Such an information will help to figure when a patient used a specific medicine 
previously. 



  

• Different kind of medicine can be used for an illness. If one is figured out to not work 
by keeping medicine information on the card and by drugstore connection, another 
one can be applied. 

• The analysis of medicine usage for various medicine types can be possible. 
• Card usage will prohibit usage of wrong medicine. If a patient gives a doctor wrong 

information about a previously experienced allergy to be kind “X” but actually it was of 
type “Y” and wants the previously used  medicine again, this will lead to use of wrong 
medicine for the wrong allergy type. 

• In small districts (in Sağlık Ocakları) where it’s difficult to maintain information about 
childrens (such as inocculation types and times),  a smart card system will lead 
accurate access of such information.  

 
4. Feasibility of Smart Cards for Use As the Media for Patient Information Storage 

Storing medical information in an electronic format raises concerns about patient privacy and 
confidentiality. It is recognized that a security breach of electronic medical records might 
involve hundreds of thousands of records and go unnoticed. However as mentioned 
previously, microprocessor chip smart cards offer excellent security features as this type of 
technology has been used in banking for many years and has never been breached. In 
addition, the patient record is partitioned, so that the individual name and address is in one 
area, and the medication he or she takes is in another. That would make it hard for anyone 
who breaks into a Web server to connect medication data with a patient identity. 

The cost of read/write unit is low. It’s easy to use. The information fields on a smart card can 
be as follows: 

 
 
 
 

 
 
 

Fig.2. A sample smart card data 
 
Smart Cards are also used in the following areas successfully: 
 

• Cashless refuelling, shopping, booking, phone calls. 
• Data carrier for the transportal and postal system. 
• User specific software supplements. 
• Timely data collection 
• Route data collection, tachnograph. 
• Access systems for homebanking, personal computer, security areas. 

The issues to be handled in a smart card system are: 

1) Internet protocols to access common patient databases [8]. 
2) Secure and intelligent network patient record access [9, 10, 11]. 
3) Data encryption on smart cards.  
4) Representation of data on smart cards. 
5) Generating databases and adaptation of existing databases for smart card use. 
 

Name, Surname Social, Security Number, Birth date. 
Blood Type, vaccinations. 
Previous medications. 
Previous prescriptions. 
Allergies, etc. 



  

5. Conclusion 
The realization and use of the proposed system will increase the quality of medicare of 
patients. Although a completely automated system will be the focus point of above proposed 
system in a long period, the support and use of smart cards is a vital part of it. There is a 
research ongoing on smart cards in International Computer Institute [12]. We propose to 
design and realize smart card use in health care with a pilot study in Ege University, 
Neurosurgery department. This can be extended to inter-deparments and inter-hospitals. The 
combination of smart cards, health care and the Internet is a promising development that is 
supposed to accelerate. There are already ongoing successful implemenations in health 
sector [13,14]. 
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